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Cyberspace Administration of China,
EXREERMEESDAE

No. 11, Che Gong Zhuang Da Jie, Xicheng Qu
IEHPERKEREAE 115

Beijing Shi, People’s Republic of China
bR,

security(@cac.gov.cn

12 July 2019
2019 7B 12 H

Dear Sir/Madam:
BESE/ 2t

RE: The Consultation Draft of the Measures for Security Assessment of Personal Information
Outbound Transfer

XF: (PAGRERZSIFENE) IERERE

The Global Financial Markets Association ("GFMA")! welcomes the opportunity provided by the
Cyberspace Administration of China (the "CAC") to submit comments and suggestions on the draft

Measures for Security Assessment of Personal Information Outbound Transfer ( (MAGSERER
EIFHINE) ) (the "Outbound Transfer Measures")’.
EREMHFNECCIMANRREBINESMERERKMERDAE (“RARE) K
B (N AGRESRZEHMEDE)  ( (FHE7E) ) RES NN,

I GFMA brings together three of the wotld's leading financial trade associations to address the increasingly important
global regulatory agenda and to promote coordinated advocacy efforts. The Association for Financial Markets in
Europe (AFME) in London and Brussels, the Asia Securities Industry & Financial Markets Association (ASIFMA) in
Hong Kong and the Securities Industry and Financial Markets Association (SIFMA) in New York and Washington
are, respectively, the European, Asian and North American members of GFMA. For more information, please visit
http://www.gfma.org
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2 http://www.cac.ocov.cn/2019-06/13/c 1124613618.htm
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GFMA appreciates the CAC’s efforts to further develop the current rules and standards relating to
cross-border transfers of personal data. We also note and support the commitment of the Chinese
government at the recent G20 summit in Osaka to harness the full potential of data and the digital
economy and maximise the benefits of digitisation”’.

GFMA T B ERDRENTH—PRESNH ASEEREREXRNIEMUFRERE
HEIE N, FHATEERFEBNSROIERRSEDIN G20IEs £, TMEH TR EiEEdE N
HFEFNBNHB D TRARNEFIBRYIEAE, FIIXIIRRFH.

In this letter, we seek clarification on the application of, and suggest amendments to, certain provisions
of the draft Outbound Transfer Measures with the aim of striking a better balance between data

security, privacy protection and the economic usage of data (including information sharing), and to
achieve clearer compliance guidance for Network Operators.

EAREF, AR ((HE7E) (IEREWR) PRISSFFRIERE, FE
B FAIRHIENEN, EEEMEFERELE. RFVRIPAEIENZFAA (85
SRHE) | ANNBSEEEREEBHMIEGRIES.

1. Application to Regulated Financial Institutions

MR EENERIERER

Regulated financial institutions are already subject to information security and data protection
requirements and are already regulated by sectoral regulators such as PBOC and CBIRC. This puts
them in a very different position to unregulated corporate entities which may have no data protection
processes in place. PBOC already has rules in place in respect of personal data protection for bank
clients*.

ZENEMTEAS ELZASELREMERRIFEKRILR, SEFEARRTHFH
EiRITRIC I EERERSFTIRETWIRHAIEK, XEEENSEMRZRENA
AL E AR, XEATLATERERIAAREEEIRRIFTE. MPEARRTHRIT
BN ASHRRIFEZHIE T EINE.

It is unclear how the Outbound Transfer Measures will interact with local banking regulators’ rules on
this topic and how financial institutions are meant to comply with potentially inconsistent

3 https://www.meti.go.jp/press/2019/06/20190628001/20190628001 01.pdf
4 Notice of the People's Bank of China for Banking Financial Institutions to Get the Personal Financial Information
Protection Work Well Done (effective from 1 May 2011, available here)

(ARIRITR TR SRTIIF A SREERIFIERNERN) (2011 F 58 1 BER, 2355
DLLERE)
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requirements at the same time. For instance, where a personal data subject requires that data be deleted,
this may conflict with a regulatory record keeping requirement.

BRIFAIEABE ((HME73%) SSRITI IS &S IAERINEZ [BSr AR ,;
IR ERIWAEIZSAETEF BN, NINTEST. HlN, STAGBEERER
MprEGER, XAgtaS SR EMERIRFICRERRE,

To maintain consistency and encourage efficiency we sincerely suggest allowing PBOC/CBIRC to act
as the relevant authority in respect of data protection matters for regulated financial institutions instead
of CAC. This would enable CAC to focus on unregulated corporate entities, technology and social
media companies.

AT RSB RERENE, BIIREMENRTEARRT/ FERITRRIEEE
EZRSBEZRESRTMNEIERRIFRETIY, TIEREER). Xk, WEERI8E%
BEZHBNTETTRERENATISF, SATHRERATL

2. Cross Border Data Transfer Mechanisms and CAC Security Assessments

EIREIREEI SRIEER IR 2T

From a practical point of view, we sincerely suggest CAC considering:

NERMEEEER, HIIREMBERDLNEZBINTEN.

1) Permitting Network Operators to conduct their own security assessment according to the
standards provided under Article 6, as well as relying on Template Contracts (see below)
instead of submitting materials to CAC under Article 4 of the draft Outbound Transfer
Measures. Such information would still be available on request to the CAC pursuant to Articles
8 and 10. This approach would be aligned with the one taken in the previous released draft of
Measures for the Security Assessment of Personal Information and Important Data Outbound

Transfer ( (A GENEERIEREL S/ DE) ) which provide that the

assessment may be conducted by Network Operators themselves, industry regulators or
network regulators according to different thresholds’.

> The draft is released on 11 April, 2017, available here.
The relevant articles are cited as below:
Article 7 Prior to transmitting data abroad, a network operator shall organize on its own the security assessment for
the data to be transmitted abroad, and be liable for the assessment results.
Article 9 In any of the following circumstances, a network operator shall apply to its industrial authority or regulator
to organize security assessment: (1) The data to be transmitted abroad contains or contains in aggregate the personal
information of more than 500,000 users; (2) The quantity of the data to be transmitted abroad is more than 1,000
gigabytes; (3) The data to be transmitted abroad contains data in the areas of nuclear facilities, chemical biology,
defense industry, population and health, as well as the data of large-scale project activities, marine environment and
sensitive geographic information; ... (6) Other data which may affect national security, and social and public interests,
and are necessary for assessment as determined by the industtial authority or regulator.
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BERTRE (&) FERRMNEER HERXAEMK, NIz EER
& GFEDE) FAFRFAERNEBTRHITREME, FEKEERSE (WT
MIFR) RBEK, SR, RiE GHMEDE) F/\FHE TR, EMEERNREE
KA, WRERIGHIRMA. XENAASRORELIIAGH (PAGERHMER
HEHRZEWHEDNE) (IPREIR) RF—E ZIEKEURRE: NBIEE
HULIBTHTREME, ERIX—E TN, BTSRRI IsMISER IHITR
Eaa

2) Only requiring a CAC security assessment for operators of critical information infrastructure.

(R EEREMIREZEFERALTEITERIEK.

3) Clarifying that where the CAC has not responded to any security assessment provided to it
within the 15-day timeframe, that business may proceed with the relevant data transfer on the
assumption that the CAC has no objections. This does not preclude the CAC from raising
objections at a later date for future transfers.

BRFRANERM(EERIIRTE 15 RERTIRAMBIRIILZSITEEHERISE, KEEFALL
BOARYSEB RN THERRIEIRC . SRAXHARIREREER LS
REERIEHR BRI,

4) Exploration of alternative methods of outbound transfers of personal data, such as binding
corporate rules, approved code of conduct or approved certification mechanisms. This would
be particularly relevant for intra-group data transfers between entities subject to data
protection requirements globally, since multi-national groups apply high and uniform
standards of data protection given that they are subject to global rules. It will greatly ease the
multinational corporations if regulators could look into such group rules, confirm its

If there is no definite industrial authority or regulator, the Cyberspace Administration of China shall organize the
assessment.

IZAEKEIRAEHRT 2017F 4 B 11 B, £3080ILtAk,

EREAE IR

FLHE MBZEENEHIERER, BTESNEREER TSI, FXIHMEERAE.
FNFK HEHEFELUTERZ—/, RNEEEENRE T SR EEP AR E:

(—) BBEFHRTEE 0 BAULBNMAGR,; (Z) BUEERBIT 1000GB; (=) Ba8%RIE. tF
4¥). EMEL. ADBESMEEE, ABTREEN. SFAEURBBIREEEES, ... (7%)
HATREMERLZ IS ARAIR, TS EEB TASRGZ .

T EEEISEER AR, HERMEED IALRTM.

London | Brussels| Frankfurt| Hong Kong | New York | Washington D.C. www.gfma.org


http://www.cac.gov.cn/2017-04/11/c_1120785691.htm

afme/ asifmaz sifma

effectiveness on data protection, then do not conduct security assessment over intra-group
data transfer anymore.

’”‘?/\Aﬁﬁ?&lﬂﬂﬁﬁmﬂfﬁﬂﬁ’ﬂ%ﬁfi i, BIRIATIREREAIRYE. EHUERITAME
NEEHEERPAETS], X—RXSTEFRSHREEREEHRIRTAEE; ]
—;-%%E%I%BP\]WE&&?E&TF%X R, BESEESEFAPSE, HEER
IFEENS— . MREELD IEBHERERESERNZFECR, FEMATEE
R LRARIEE AR R EIRE TR EME, XGIRMHIRARIE
.

5) Adopting a “white list” approach whereby transfer to a recipient which is in a specific
jurisdiction, corporate group, or which is supervised by a regulatory authority does not
require a security assessment. A “white list” approach will increase commercial efficiencies
by permitting cross-border transfers conducted by pre-approved companies and will align to
international practice.

XA“BREHFE: HEEERKENTFENTEEEX. SHEZRIEMER]
RER, MXSEEERITEIRERN, FREf T, AR VHEER
FIAGEEIHERN A B EEHITEEER, XEBREEUER, TFSERRSLER
B
Internationally, laws, regulations and regulatory practices relating to data protection are recognising
the need to remove administrative burdens and obstacles to the free flow of data into and out of
jurisdictions and replacing these with enhanced data governance obligations with clearer accountability.

In this context, regulatory approval of cross border transfers has always been very limited, and under
the 2016 European rules, does not exist in most instances.

TEfr L, SEEARIPIERRTERE. ZNEELEIRREIFEEERIR AR EE
BERRHATEGRE, FEErGXERE A E R R =R INER SR I 5.

EXFIAME T, FEHTREFRMWNERER+HHIR, RIE 2016 FEEBAXAN, E
ERERD B FEA LR R E R,

The European Union’s 2016 General Data Protection Regulation® (the "GDPR") has created multiple
methods for transferring personal data out of the EU to other jurisdictions. The most popular method
is the use of template contractual clauses between the EU entity providing the data and the non-EU
recipient (a "Template Contract"). No regulatory approval is needed to transfer personal data outside

¢ The GDPR is available here, and Article 46 (2) sets out cross border transfer processes that do not require any
specific authorisation from a supervisory authority.

GDPRIBESIILLAL, 5B 46 (2) EMETAEEIRERERNBIREREIRE
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the EU if using a Template Contract. This has simplified and greatly reduced administrative burdens
on businesses. The form of Template Contracts were agreed in partnership with the private sector and
are published online’.

RRER 2016 SFBAEIRMRIPSAG] (“GDPR”) BliE 7 NERERRIEM A EE N ARSI
75k, BRARZHIARERBRE B IR ERRIE Z AEREIREGRFR
(“ERER") . EERERGRN, BTAERERERE IS THRLETHEN
. XEUTITEREFAAKRED TEEZFRTERA. HERERNATESTIHRE
ERY, FEM_ LA,

The Template Contracts are not the only method of transferring personal data out of the EU. Article
46 of the GDPR provides various other methods of doing so, for example binding corporate rules,
approved code of conduct or an approved certification mechanism. We would be happy to provide
further information on these methods to the CAC.

BRIRERHAAZREEEIMER T AEBAIME—TIT0. GDPR FIU+7 FIINE 7 St
HIIARIERSER, BIRIATIARBRAIRYE . EHUERTAENEEHUERITAELH).
HAVRARENRDAEH—PRERTXELNESER.

From this perspective, the requirement for a CAC security assessment in all circumstances pursuant
to Article 5 of the draft Outbound Transfer Measures is not in alignment with international standards
and will create significant (and unnecessary) administrative burdens and costs for businesses.

MENMBEFRE, (HEDE) BSREFAERERERER MYBERMEER JHTRE
IHMEH A EERNNE, FRGEEEETRERN (BANER) TEROEMNEERE.

In addition, given (i) the sizeable number of businesses that would need to apply to CAC to a conduct
security assessment, (ii) the fact that assessments are required on a per-recipient basis, (iii) the fact that
assessments must be renewed upon changes to the purpose, type or overseas storage period of the
transfer (and in any case every two years), and (iv) the commitment for CAC to complete security
assessments within 15 days, Article 5 of the draft Outbound Transfer Measures may be an impractical
burden for CAC itself in terms of time and resources, and will cause significant disruption to day to
day businesses if delays in CAC assessments occur.

tehh, £EFORELEEFTERAMGE HBERHITREME, ORAEREERETA
SENIETHBRIREEITE, () TMTAGERHREN. REMRIMREIBAEZLR
(URASTHMER FEME) DREFITE, Riv)REERIAEE 15 KATHREEIT

7 The Template Contracts are available here. In particular, CAC may wish to look at the contract set out in the Annex
here.

EIRA SRS, B3, SHASTIUS M HFIRNARE.

London | Brussels| Frankfurt| Hong Kong | New York | Washington D.C. www.gfma.org


https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32004D0915
https://ec.europa.eu/info/law/law-topic/data-protection/international-dimension-data-protection/standard-contractual-clauses-scc_en
https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=CELEX%3A32004D0915

" gfma afme/ asimag sifma

i, (FEDE) FAFTREITMEERR JABM SR —TEREMRIFEL YRGS
fEMERYTRIE, FH, WMRMISEN IRERTTHE, BXNEEENERBWSERERTIN.

3. Exclusions for Ancillary Business Functions
BB kAT IRIEASE

Separate to our points above on methods of transferring personal data on a cross border basis, CAC
could consider narrowing the scope of data which is subject to the draft Outbound Transfer Measures.

bR IR TR ASIRERAIRNTICZI, [RDAEINAEEGE/) ((HHTE) &R
RUER/EIEEE.

Specifically, Article 21, which has provided the definitions, could clarify that personal information that
has been redacted/masked is no longer considered as personal information — this would align the draft
Outbound Transfer Measures with Article 42 of the Cyber Security Law of People’s Republic of China

( {MEZLIE) ) (the “Cyber Security Law™)®,

Birms, (HE70E) 8 21 FRENE X el LB E L mIEERMGIENTAGER
FEERTNTAGENRIFEE —Xt5 (FEARKNEMNBREZE) (¢ (NZLE
=) ) BT HRAIERIF—EL

Article 2 could also clarify that the following are not in scope of the draft Outbound Transfer
Measures:

(L) SIS — SO E R R IR BT

1) Cross-border payments where personal information is related to a customer instruction
such as beneficiary name, account details, contact, etc. (or CAC could otherwise confirm
that a customer instruction by its nature implies consent in such instances). Without this
clarification a Chinese consumer may not be able to shop online without waiting a
minimum of 15 days for CAC approval.

Article 42 No network operator may disclose, tamper with or destroy personal information that it has collected, or
disclose such information to others without prior consent of the person whose personal information has been
collected, unless such information has been processed to prevent specific person from being identified and such
information from being restored.

FO+FEMJzEEMEME. B HREWENTAGE, REREERRE, TR ARM
PMAER. B2, SILBETERIEENABRESRIFRI.

MLz EE N SREXATSEAE MO ERE, BRERENTAGERE, HILERME. R, =
K, ERESETERKENTAGRME. BR. ERBRAS, NIZEIREGMUEE, RRAENE
SHRPABREXEERI RS,
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2)

3)

4)

5

BiR> 4 PRREFESTIIMERIITAEE, 1§J§D:“*A§$% MRS,
REDIFS. (SENEIHITUBITAN, XEEFPIESAR ELHERE
AR, ) BREXENHR, TEEFELBENFIESEED 15 KLBXEME
EBI JRYRLE,

Outbound transfers of staff information, internal management or operations managed by
headquarters at global/regional level. Many corporate groups have hundreds of subsidiaties
and facilitating transfers of information at an intragroup level will greatly ease ongoing
administrative burdens. Without this clarification, administrative functions such as hiring
decisions or payment of salaries may be impeded.

B K XEE R MEEEENEAATNRIER. AEBEESRERER
RURIMER. TS ARIEERERE LTRITFRE, BUERARREEEER
WMAHRARERIBRITHIN G . BIRAXFNRH%R, SEAREMBREMARE
B TE S TIXAERITTIERRERS, AJRERES,

Data transfers for law enforcement purposes. Without this clarification court proceedings,
bankruptcy processes, investigations, handling of complaints and similar matters may be

impeded.
PASER BRREUREE . &RBXENER, AEER. &R, BE.
KNS IE T seiEIBIES.

Data already transferred abroad (i.e. no retroactive effect or repetitive assessment).

ELERRARINIETE (IREHMEAMFERRNDBEANESTE) .

Personal information that was collected overseas.

EBIMIERITAER.

4. Definition of Network Operator and Personal Sensitive Information

MEHEESHTABREERIEN

The Outward Transfer Measures adopt the same definition of “Network Operator” as the one set out
in the Cyber Security Law. While this contributes to consistency, the original definition of Network
Operator remains broad and unclear. Under this definition, any business or person possessing two
computers that can be linked through the internet could be a Network Operator and would be
subjected to significant compliance costs pursuant to the relevant regulations. We therefore suggest
that the CAC further explain and clarify the scope of Network Operator and revise this definition
accordingly (e.g. narrow down the definition to businesses that operate mainly through online
platforms) for purposes of the Cyber Security Law more generally (e.g. through public guidance of

FAQs).
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(HEDE) FRAETS (MELEX) PR NBEEE " HENEX. XEFEHEEITR
BEEEA—EE, AT, FENRSEEENEASBERIERENN. e
X, HURERa BT EEMNEHENERINEEER NATERANSBIZES,
IR A RIREANANAA. EURI IR A S — SRR HIERN
PzEBAGEE, FEN (MELEE) (P, BIXNERERRMATTRIE) Bt
EBGZEN (BN, BZEMREEETEBIALFRIEENEESE) .
The definition of “Personal Sensitive Information”, i.e. Personal Information that, once leaked, stolen,
tampered, or illegally used, may endanger personal and property safety of the information subject, or
cause damage to the reputation and physical and/or mental health of the information subject, can be
subjective and vague. It has a different meaning from the meaning generally accepted in jurisdictions
other than China, such as the European Union. From the perspective of promoting uniform standards
of data protection and efficient cross-border data transfer, we recommend a definition of Personal
Sensitive Information that is further aligned to the European Union definition, by including reference
to personal data consisting of racial or ethnic origin, religious or philosophical beliefs, genetic data,

biometric data, data concerning health or data concerning a natural person’s sex life or sexual
otientation that is more aligned with international regulatory practices.’

SRR PABREERIEN, BI—BE#GHE. 5. EX. IBEEEATEEENTIARGR
A, Mirge, ISHIAERERRZE, BUOERZIREFIAGR, B
MAIBEEIRY, E5SEFPEZIMIEMEEGIIRBREREZNSNEEER. NTR
HETRRIPR S — NS ERNEREEER, HMEIT T ASMSERASERE
EXENMRUREX, friesEMikaER. REEEZHEN. EREE. EYRBIE
& SREEXRIEIESRSBAARNMEE SR RBERILIEAMII AR, X5
Prin & SLEEEAT.

5. Use of Template Contracts

1RtR SRR ER

9 The categories of sensitive data are set out in Article 9 of the GDPR, which are: personal data revealing racial or
ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of
genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data
concerning a natural person's sex life or sexual otrientation. Recital 75 of GDPR sets out the broader context of the
legislative intention behind the GDPR. The Recitals are available here.

PMABRBERIDEBEEN GDPR FE/E, B BEBRIRMIRERIR. =EEEZEN. BEREE. £
YIRBEE. SEREEXRINEIESSBRAANMEERMEREEXNMAGR. 5 GDPRIBXAILEX
458 75 87" ¥ GDPR BASZRNLEBER, BEEWILAE.
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As set out above, the EU GDPR provides that third country transfers are permitted where Template
Contracts are used. The draft Outbound Transfer Measures also set out a requirement for a contract
between the data exporter and the data recipient. We sincerely seek clarification on whether CAC will
work with the private sector to produce a Chinese template contract that can be used more widely.
We also seek clarification on whether CAC will permit entities to use the EU’s Template Contracts as
valid contract templates. Allowing the use of EU Template Contracts will greatly ease the regulatory
burden for international businesses which must already comply with GDPR and members’ view is
that the Template Contracts should generally meet the requirements set out in the draft Outbound
Transfer Measures relating to the contract (see also our comments in section 8 below on the draft
contractual rights and obligations).

SNLERmA, RIEGDPRAE, SERATERSGER, SERAIIMERmER TR, (Fh
735D TSR L EREE ZEETTHERREE TEK, REit, Bt HERT
NEPHKETIRESSTIEFHETEMERERE, LUEIRAIZANER. BRER
THERERRERERAIEE 7T TELRFEET GDPR XFHEMREEENRERAE,
FE GFMA RIBRINS, BIRERBEHEARTE (FEDE) FRTERAVER (I8
S A ME TR 8 BRI T EENFINEZHER) .
International practice does not mandate specific information security provisions. Instead, the recipient
cither agrees to abide by a set of general data protection principles (if the recipient will be processing
the data for their own, independent purposes), or the sender and recipient agree in their contract on

a set of “reasonable and appropriate” security measures (if the recipient will be processing the data
solely on behalf of the sender).

EfrsLi, HEAASEHENERTENERZeWE. Bkt EERETLIE
BET—RYBREIERFRN (RZGEERGHTHEIR BrIIEEE) | RETY
DSEELESRYNE—RIGEESERN RERERE (MIREREEAFREDH
TILIBEER) .

6. Security Assessments

B2

Separate to our earlier comments which seek to reduce the administrative burden on Network
Operators and the CAC, in the event that the CAC still needs to perform a security assessment (e.g.
for critical information infrastructure), we set out additional recommendations.

B%Titﬂ]?‘ R ERREMNZEEE FIMEER TERBRTEN b, NRMEER M
ABBHITREHE (WXXBEREMIRNE) |, BIELBITRENTEN,

a) Information Provided to CAC
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ARIEERIRHRER

Article 4 lists what needs to be provided by applicants to the CAC. We seek further clarification as
noted below:

(GHEDIE) 8 4 SFIHTROMERRABE RIS BEHIOME, BOFEH—%
I IR

1)

2)

3)

For the first item, will CAC publish a standard form of declaration letter?

MNTHE—IE, WEEP IRESRMHRRBARERLL?

The second piece of information requested is the contract between the Network Operator and
the recipient. Investigating contracts signed between parties is time-consuming and
impractical, and contractual restrictions relating to disclosure may exist; therefore, we suggest
aligning to international practice where the Network Operator summarizes the transfer and
terms of the contract. Use of a CAC template contract as mentioned above may ease
administrative burdens for all parties here.

FIMHEMBIZEE SEREEETNER. MAFABTETNERET
TR EAYIERR, FEEEPEAREEREILKERNTRIRS), FILt, ?Jdl]LlM
SEFREH—2, (NERMBZEEIHEMZHMS BRI TR, NRALUZ
AR ERRIEINERMEER IRV ESR), LU BRI TR,

The fourth piece of documentation refers to other materials required by the CAC. This is far-
reaching and open ended. Firstly, the provincial CAC is the assessment authority instead of
Central Cyberspace Administration Commission; secondly, “other materials” are uncertain
and Network Operators may worry about the stability and transparency of the requirements
over assessment documentation; we therefore suggest removing such requirement or replacing
it with something much clearer.

SHIUIE R EaRMEER JEREHVE MR, X—ERITEZ. 8%, &
RLZETHMERIER IRERMEERIMIFERMISER ], X, “HEfter—artA~
BRfE, MBIZEE BT R eI EMHERIREEAIERE LRI, Eit
Al WM PRX — KB R & BRI IR

b) Assessment Standard

TG

Article 2 provides that the security assessment will be based on whether the data transfer may or may
not affect national security or harm the public interest, or that security of personal information is
difficult to effectively protect. This is subjective and vague; we would appreciate if CAC could provide
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more detail or examples of the scenarios where CAC considers that the outbound transfer would be
deemed to have a harmful impact. We would also reiterate that for regulated financial institutions
oversight already exists and this should be considered in deciding whether security assessments are
needed or whether any assessment can be fast-tracked.

(FHEDGE) 56 2 e, ZEIHMERTRER T AGRLHRRESTRFMERZE. IRE
NN, HEELUERRENAGERE, X—inEdTENMER. HNEBERDA
ERMEESHETEZG, LURBRIEER IEERER FRAANTANERHERBENEES
M, BAIF—RRE: WTREESHIVONEIELHER, BREEFEEXinE. WS
HIIEREREFTENHHA T EHMAERE A AREH T AR N SE BX—EE.

Article 6(2) provides that the security assessment will investigate whether the terms of the contract
can fully safeguard the legitimate rights and interests of the personal information subject. As the
Outbound Transfer Measures stipulate detailed requirements over the contract as mentioned above,
we sincerely suggest rephrasing Article 6(2) into “whether the Contract include the terms as set out in
Articles 13 to 16 of these Measures”. Once again, relying on the EU Template Contracts in addition
to publishing a template Chinese contract (with input from the private sector) may make it
operationally easier to comply with Article 6(2).

(FHETED 56 0 5B 2 ITIE, REMEBEREEFHRLREEZRDRETAGEE
REiENm. WEng, £F (HMEE) JMEXREREEME T IFAEXK, HAhuSHE
WG 6 56 2 BN EREIREEBERDES 13 £REH 16 FRIENFEF. HIIBXE
i, 2EMBERESRAESETIHNENEAMPERIVESE, FTLILSE 6 75 2K
ELPREI TR EZEEIET.

Members also seek clarification that where a recipient is part of a corporate group which has multiple

subsidiaries, a single security assessment in respect of the recipient group will be satisfactory. This
will greatly reduce the regulatory burden on day to day business operations.

AN RIARERHR, MRFWELRBRTHES N FATNATER, NARFXIEK
ERTRRIERH T RGE IR EHE. XBEAKXNHREABLSEENRERE,

c) Appeal against the Assessment Results

&SRR

Article 7 provides Network Operators with the right of raising an appeal if there is any objection to
the result of the security assessment. GFMA members welcome such empowerment and suggest
specifying the timeframe of the appeal process. We believe CAC should respond to an appeal within
15 working days of it being raised, to align with the timeframe for the CAC security assessment in
Article 5.
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(FHEINED) B 7 FNE T MNBZEENLREIHMEECHFERNEEGHFML. e
R+ WBX—%HE, IEHU‘LIMHEEQEI%EEEE’\JHU‘BE HATAR, EZRMEER INERF
RER ST TEEARTERE, X5 GHMEDNE) 5B 55 FRETHERIRIRGAE—EL

d) Suspension or Termination of Outbound Transfer

EEREILEIRIMEHANAGER

Article 11 provides that under certain circumstances such as relatively serious data breach, CAC may
require network operators to suspend or terminate the outbound transfer of the personal information.
First, the Outbound Transfer Measures’ lack of clarifications regarding when and how the suspension
or termination could be applied brings uncertainty with regards to enforcement. Second, we believe
that, compared to pure suspension or termination of such outbound transfers, remedies such as
implementation of contractual arrangements such as indemnity and/or administrative punishment
would be more reasonable and proportionate considering the nature of the breach. Therefore, we
would suggest removing this article or otherwise providing more guidance on how this power would
work in practice.

(FHEDE) 58 11 FE, ERERRT (PIRIAERAZIEMEE) . MNEERTTLE
KBz EEZEFRRIEEEIMERDIAGE. B, (HEINE) FARPIEZEEE
IR SRR LUTRMAZZAT, TREFERREN. BR, BAhAN, BlEsREEa
RIFARIMERDIAGE, BEGEESENNEREKEEERECRTHIRH TR

HHTITEAET. EIE, BABEMMRRX—F, e EsL R iz TIRHESIESI.

7. Transfer Record Keeping
HIRICRFE

We fully understand the requirement of Article 8 regarding transfer record keeping, however we seek
clarification regarding the details of the requirements. Given the ubiquitous nature of data and ongoing
nature and scope of transfers, the record requirements are onerous, especially where it asks for the
date and time of the outbound transfer and quantity of personal information. We suggest clarifying
that Network Operators are entitled to delete such information and only keep a summary of outbound
transfer instead, and to remove the Article 8 (4), i.e. other contents stipulated by CAC, which is open-
ended and vague.

HAeeEE ((HEE) 3 8 FEXTREDAGERLHRICRIIER, {Eibﬂ]?ﬁ@_ EIER
ERAVATS, ETPANSREV ZELARERAvEERME, REHRICRIEXRGIER
FCHEX T HIRRI B EAFREILAR N A SR RIS ERICREK, ﬁ{IJLLMHBE%IXW%_*
(NERFHRCRNEE, AENHRRERIEEAS, Lok, BIFEEBEMIRE 8
5B 4 I ERMEER JNERIE ARSI X—FF ISR EK.,
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8. Reporting Obligation
REXS

a) Annual Report
FERS

According to the first sentence of Article 9, cross-border individual information transfer will be filed
with local provincial CAC on an annual basis. We understand it will be more reasonable to request
Network Operators to report to sectoral regulators rather than CAC (for example banks could report
to CBIRC and / or PBOC).

RiE GHMEE) B 9 5% 1 XK, PAGERURERFESFREMEERMEET .
HAIERE, EREMIERERMBIZEZR T ES IMAREEEIRE (A0RITH
RIMRESM/HARERT) .

We also seek further clarification regarding the contents of annual report; such as if it is a summary of
all the data security assessments filed with the CAC or otherwise. If the report needs to cover the
information listed in Article 8, it would be burdensome and impractical for Network Operators to
perform.

HRIIEHREH—THRFERSNNS, ANEEEEEERMEEN HRRIZ 2T h
FHEE, IRREFERE (HMENE) 5 s KAMFINEERER, AN TFNEEE
M SEZEEMAETRIEERIER,

In practice the information that would be reported would not be any different to the information

provided under Article 4 and Network Operators could simply provide a declaration that such
information is up to date.

SChR b, ANRIHFEXRFSHERMN GFEDE) FEF T ARSIHEMREHEEFAT
X35l. BBARFTEERNBIZEEFIFBEXEER&EMAIEIA.

Members also request clarity that annual reports can be provided three months after the relevant
calendar period has ended, to ensure there is enough time to produce any required documentation.

AN RIARERH: FERSRAFEEHHRFERE="BRKRE, LURDEsEEE
ROERT BN ERIFI L

b) Incident Reporting
ImEHR S
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The second sentence of Article 9 requires Network Operators to promptly report to local provincial
CAC when comparatively serious data security incidents happen. We note that in Article 35 of the
draft of Administrative Measures on Data Security ( { EIEL £ B IR/ L) ) released in May 2019,
if security incidents (i.e. where personal information is divulged, damaged or lost, or the risk of data
security incidents has increased significantly) occur, Network Operators shall report to the competent
regulatory departments of the industry and CACs in accordance with relevant requirements. We seek
to clarify if the “relevant requirement” mentioned in Administrative Measures on Data Security refers
to the incident report under this Outbound Transfer Measures, or if there are two sets of reporting
obligations. In addition, “comparatively serious data security incidents” is not a defined term and it
may therefore cause confusion for Network Operators subject to the reporting obligation. We
therefore seek a clear and exercisable definition of “comparatively serious data security incidents.”

56 9 %56 2 MERMBZEZERERAEELZ BT R RETEERMEER]. T
ITERBIZAIE 2019 F 5 BRHH (BIRLEEENE) (IEKEWR) 56 35 FNE,
RELZEEH (PASRHE. RREEKXR, BERKEHREZESHXRBEINK) [,
Mz EENIEEKE T EESR AIREER RS, HIREHH, (BiELEEED
%) PRMAEREEER (HEE) MENRESMRS, EREMERSNS.
toh, “RAEIRLZESM HIE— PN ERNAE, BREARERAERENSHNEIEEE
oRER. Eit, FNFEARAEEZES M REBEETHRITRIEN.

c) Inspections

=

According to Article 10, the provincial CAC shall regularly organize inspections of outbound transfers
of personal information conducted by Network Operators, including the outbound transfer records
of personal information, with an emphasis on the fulfillment of contractual obligations, whether there
are any violations of national rules or harm to the legitimate rights and interests of data subjects, and
other behavior. We believe the inspections and audits on Network Operators should be in relation to
the security assessment only, i.e. if security assessment of outbound transfer have been conducted
appropriately, then we seek clarification on this point to cleatly define the scope of application.

RiE (MDD 3 10 &, 8RREBINIEHERREZEENITAGRHRICR
FIANERHERR, ERREGENENSHETER. REFEERERNETIRE
PNERERGENGENTHIF. BAPASINNEEZEERMEEMFEIT N AL 2ITE,
MBSz EE REEERNEHT T #EHRZ2ITE, BUERNFERNDAEHEEE
X— R TR,

Article 10 also provides that where any incident occurs, which is detrimental to the legitimate rights

and interests of Personal Information subjects or is in relation to security incidents of data leakage,
the provincial CAC is entitled to require the Network Operators to rectify. We sincerely request that
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definitions or thresholds of “detrimental to the legitimate rights and interests of Personal Information
subjects or is in relation to the security incident of data leakage, etc.” be provided. We request CAC
to specify whether or not it applies only in the context of a cross-border transfer of personal
information.

F 10 FIEE, KIRENTAGRERGEN G, HRHEZRLSHFERT, a5%K

SR I ANEKRNBIZEERY. BIIBERAENREPCABRERG EIN . HiEH
BEREeEHFRREHENSFIIRE, TRERDAERE%FIERCEMNXRT
NSRHIRRIER.

9. Contractual Relationship between Data Subjects and Recipients

PMAEREFSENERPNSRAXR

In practice, a data subject will have interactions only with the Network Operator which collected
his/her personal data. Creating a direct relationship between that data subject and the data recipient
according to the Outbound Transfer Measures, creates a confusion in roles and administrative burden
and would not necessarily improve data subjects' rights and interests. This would also potentially allow
the data subject to double-claim compensation from both the data recipient and the Network
Operator. We therefore suggest the following amendments to the Outbound Transfer Measures:

£, PABREF—RNESWEENAIRENNSIZEE REEER. NRER (F
EE) BORE, ENANERER EAA{E,Q\?EH&%ZIEUL_LE? KERRESERAERE
AL, IBIMTBRIE, BERVBEHRA N AGEERIINE, XIAAREEDMABREMRELN
PMAEREREENNZZEZLHITUERE. Eit, itﬂ]lﬁk RN (FRGDGE) M
LAT™MERL:

1) Article 13(2): deleting the provision that the data subject should be the beneficiary of the
contractual terms between the Network Operator and the data receiver.

56 1355 2 BERDAGREREMBIZEEN T ANERRKEZ RS EFAY
Zom A HIRIRE.

The purpose of the contract is for the Network Operator and the recipient to clearly define
their respective rights and obligations to each other, with liability for breach of contract
applying to them alone.

XEERIBRNRILMBzZEEN N AERZNE PHSERERNNFINNYS.E
TREEABRYELIRE.

It is not necessary for the personal data subject to be contracting party to obtain damages in
the event they are subject to harm. Under Chinese law, harm to the personal data subject’s
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non-contractual rights creates tortious liability rather than contractual liability. The personal
data subject retains the right to claim damages or compensation for tortious infringement even
where it is not a party to a contract.

PMNEREREFAANEGE—FEAILIEZRENGARE. RiEFEEE, N
NEREFRAFSENAIRESEENTE, MAREGERE. MTABERER
EEARRERESEA, EANMERITAERBEESME.

2) Article 13(3): where a data subject is harmed, he or she should claim compensation only from
the original Network Operator that collected their data. That Network Operator will, in turn,
contractually ensure that it is indemnified by the data recipient should harm result from the
data recipient’s acts/omissions. CAC could include such a provision in a template contract.

5B 13 556 3 I BEBHTIESR, PAGEERZENRER, NA(NEHRIIKE
HEPMALIRNINBIZEETKEE, ZNBzEEBESRTENBRTAGRE
WEEETH/ AMEAERIRERRERERE. RNAEALEERGRSFMA
ESVES

ZIST/N\o

3) Please consider limiting the application of Article 14 to where the transferor collects data
directly from the information subject, for the reasons given above.

HT EARE, BRIBFRDAEZERKS 14 FHERFTEREEEEZENTAER
FREERENAGRIINBIZESE.

4)  Article 13: Large corporate groups usually store data in different locations and have diverse
data storage operating procedures across subsidiaries. To be practical, we would suggest CAC
clarifying that instead of dozens or possible hundreds of contracts, a single contract between
the Network Operator’s parent company (or other operating subsidiary) and the recipient’s
parent company or operating subsidiary be permitted (or such other combination as the parties
consider appropriate depending on their circumstances).

% 13 & ABECWERBREBEEFREEARNVE, BN FATERERE
EEAERERIE. MATRMEtREYR, BMENZDAEPRR, AITNEEEER
RBATE (BENZETARE) SENANEATEEIEEFARZAETSH—ER
(BESRBEVANEIN—HAER) , MIBRRETLHOEZE/LBHER.

5) Article 14(1) and 16(1): please consider amending these provisions to state that basic
information about the data recipient and the third party shall be described in general terms in
the contractual documentation between the data subject and the Network Operator or in the
Network Operatot's privacy policy. Informing data subjects of specific details of the data
recipient/third party for any data transfers would be impractical and costly for organizations;
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B UFEF 1T B 160FKE 1 I BERESXERR, MENTANERREETS
=HHERNMERNENAEREARSNETER BN SRS ENETEE IR
BERAPH—RgiER. BEERETMAGRERBERIAGEEREEE /F=F—TI1TA
SRR T TR IR ER R A LR A S SBT3,

6) Article 14(2): please consider deleting the provision that the Network Operator should provide
the data subject with a copy of the contract with the data recipient upon data subject's request.
Such contracts can be highly confidential and can contain very sensitive information.
Disclosing this information to the data subject can pose a serious risk to the security and safety
of the data handled and may disclose proptietary information about Network Operator/data
recipient's processes and protocols. Mandating a template contract which could be published
online may mitigate concerns here.

6 14 5 2 I BERMRNESEEENARENAGEEFERERS A
SREKEESITNEERITIINE. WXESRAEEERE, HIEESIFEEU=
RIER. BTAGEEMKEL SRS ERNR S R E RS,
HAREHEBXNEEZEE/ NABRENENEENENTEER. HiT—0E
WREEHEMES LTI LEAEX —a)RE.,

7) Article 15: please consider rephrasing the provision to state that the data recipient should
provide full assistance in protecting data subjects’ rights instead of providing access. Generally,
the recipients should not provide the data subject with access to personal data but should be
contractually obliged to assist the original Network Operator in such instances. The
application of this type of obligation should also depend on the capacity of the recipient (i.e.
whether it is acting as a controller rather than a processor).

15 5 BEBIESAFER, WENTAERIRWE NERIPD AGEREREINF]
LEEHtEEine, MIEREMAGERLEREZE. BEMNS, BETNEED
PMAGBEREMRII N AGRILERE, MAEENEINESIEEENERE NS,
EEERLEENSENER T ZEFFENAE (RIEEGETAGREHIET
JRLIRE).,

8) Article 16(2): please consider rephrasing the provision such that instructions from the data
subject to stop transfer to third parties come through the original Network Operator only.
The data subject should not instruct the data recipient directly. In addition, some data
recipients may need to retain some personal data for regulatory purposes as banks will be
subject to record keeping requirements (e.g. transaction records).
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%16 £ 2 Il BEREZZER, AENMABRERBEKELLAE=F1EHmAY

EHM BT FRENEEEERH. MTABRERRFNERETD A%%?%W%

ltl:?l‘ —EMAGEREKETRSEHTREBRE—LNAZUE, FINERT
TFTRZDICRFICRIRBERK,

9) Article 16: where the Network Operator obtains personal information through third parties,
the Network Operator will not have a direct relationship with the data subject and as a result
will not be able to obtain the subject's consent nor notify the subject directly. Therefore, we
request further clarification on the meaning and extent of the obligation or responsibilities
that should be considered fulfilled in case of no direct relationship with the data subjects. The
requirement to notify individuals of the transfer of their data by the recipient to third parties
is burdensome and unnecessary to protect their interests. In addition, we seek clarification on
whether consent for transfer must be obtained only when Sensitive Personal Information is
involved. We also note that Article 27 of the consultation draft of Administrative Measures
on Data Security also addresses obtaining consent when transferring personal data to third
parties. Please consider reconciliation of these two articles. Moreover, we recommend
modifying this article to make it clear that a Network Operator and the third party recipient
need to clarify in the contract that the third party must fulfill the same data security protection
obligations as the recipient, and that the data security management responsibility cannot be
transferred or delegated.

% 16 & MRNBZEZBIR=FHBTALBR, MBzEZBAS5TAE
BEFRGEERR, RITERNEFNER, B EEEBEMER. B, i)
HEH—DTIHRENKZEESMAGRENRSEERRZNERT, NEZEE
THRETZFNSHEE. BREEERNTABNERZE=SEETAGEETA,
XERE R —IMEERNT(E, #EXJ‘%Z{%F'ANFU“' VAR, A, FATiER
EEREREESRER T ASREERNZAUIMHEER. HIIEEEE], ZAIRY
(BEZEEEDE) IEKENRS 27 £ 7527_ B ANEEEHER=T5RE
BRE. BFEEIMEXREREARF . ltlsé“’l* HAEN SIS, BBIERIE
MRz EEMNF =N RN ETERE AHEF'HEEE B=HRINETSEEEERRD
MNERRIFXSS, AENMANERREEERENMGEREEIR.

10. Other
Hith

Article 17 provides that the report of security risks in personal information outbound transfer and
security measures shall include the background, scale, industry, finance, reputation and cybersecurity
capabilities of the Network Operator and recipient. We fully understand it is necessary to review the
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capabilities of the data recipient, however, we wish to clarify if they will be required to provide
supporting documents and make any representations.

(FHEINED 5 17 FRE, NBEEEBXTIAERERZENER Z2REEED T
RENIEZDEBREMBZEBRRENER. MR, B, BB, 58 NELEH
F. W2 EREVEREMAGRRENEN, B, BNFERHESTEIA
SRRIE RAOIERM R HEREIRRA,

Article 20 provides that overseas organizations shall fulfill the responsibilities and obligations of
Network Operators by domestic legal representatives of organizations. We seek clarification regarding
whether Network Operators’ duties and responsibilities have to be performed by domestic legal
representatives or organizations, as this may create an additional requirement on foreign entities, i.e.
to establish local presence, which will have implications such as nature of representation, tax
considerations and cross-border payment. We sincerely suggest to further delete this Article because
most multi-national companies fulfill their functions and duties at a central level.

(FHEINED 5 20 FRE, RIMMBENAESRETEZENRARBTEEITMSEZE
ERFENNS. HNBEREFNSBIZEEZRRSIRERESLAHENEERAZM
T, ENXATRESXIINESLIMR A MIER—BDE Al 55— 715 | BN E
RRERSHARIMER. MSEENBRHFTA. FTREENMRRZE, EAXSH
BE SRR S — R EPEITIERERREMERES.
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GFMA greatly appreciates the CAC's consideration of the points and questions raised in this letter
and would be pleased to discuss them in greater detail. If you have any questions, please contact Erik
Bainbridge, Manager Policy and Regulatory Affairs at ebainbridge(@asifma.org or Tel: +852 2531
6562. This submission was prepared by PRC law firm Fangda Partners, GFMA, and its affiliates’
members.

GFMA FERS R DN EEEARRHAMAFEE, FRASEIFMIPITISXEER,
MREEEAERD, BRABRNZNESLERER - MHESHE (BB
ebainbridge@asifma.org BYEBIE+85225316562) , AR _E@BHEARINESFT. GFMA LA
NEZRHERIEE,

Faithfully,
IRARAS H,

Kenneth E. Bentsen, Jr.
CEO, Global Financial Markets Association and
President and CEO, Securities Industry and Financial Markets Association

ERERMHIZNEEREMTE &
B SEMHZNSEREITERLTR

QLS B
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